Consumer
Focus

Campaigning for a fair deal

Feedback on the
Implementation of the
voluntary industry code of
practice on traffic
management transparency

for broadband services
December 2011




About Consumer Focus

Consumer Focus is the statutory consumer champion for England, Wales, Scotland and (for
postal consumers) Northern Ireland.

We operate across the whole of the economy, persuading businesses, public services and
policy makers to put consumers at the heart of what they do.

Consumer Focus tackles the issues that matter to consumers, and aims to give people a
stronger voice. We dondt | wesvorkvith convgunerns andwithi on t o
a range of organisations to champion creative solutions that make a difference to

consumersod6 | ives.
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Introduction and
recommendations

Consumer Focus welcomes the opportunity to provide feedback to the Broadband
Stakeholder Group (BSG) on the implementation of the voluntary industry code of practice
on transparency of traffic management for broadband services.

The Code has been developed in response to the new EU legislation that was transposed
into the UK law in May this year. It has set the new transparency rule that requires ISPs to
inform consumers about the nature of the service to which they are subscribing, including
traffic management practices. The Code is aimed at improving the quality of information on
traffic management and of enabling consumers to make comparisons.*

The signatories of the Code agreed to subscribe to the following principle, ie any information
on traffic management should be:?

1 Understandable 1 Accessible i Comparable
1 Appropriate 9 Current 9 Verifiable

To achieve these principles the signatories of the Code also agreed on the so-called Key
Factor Indicators (KFI) that were to be replicated in information models provided to
consumers and piloted in the period between July and December 2011 with the aim of their
potential review in early 2012.% BSG has invited stakeholders to provide feedback on the
implementation of the Code by the end of December this year.

In order to provide comments to BSG on the implementation of the Code, we commissioned
qualitative research with independent research supplier RS Consulting in November this
year. The aim of the research was to enable us to gain a better understanding of consumer
awareness of traffic management, and consumer perceptions of traffic management
information models provided by BSG code signatories. We attach key research findings in
the Annex. In addition we also commissioned an omnibus survey with ICM Research which
was carried out on a sample of 2,048 people between 7 and 8 December this year.

Overall ourresearchfoundvery | i mited awareness ofamorge
consumers. Participants who took part in the research could not understand the term, found
it difficult to access relevant information and struggled to understand the information they
found. The research indicated that without explaining traffic management, and its impact on
the user experience, any information currently provided is not meaningful to consumers and
not taken into consideration. Hence the research found no difference in perceived
transparency between BSG signatories and non-signatories.

The low awareness of traffic management, and the opaque and inconsistent way the
information is presented, raises the need to improve information models currently available.

! http://www.broadbanduk.org/content/view/479/7/
2 http://bit.ly/id 7cNh
® http://bit.ly/id7cNh
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It confirms our concerns that transparency alone is unlikely to be a sufficient driver for
competition in the broadband market. It also justifies the call for extending the Code by non-
blocking and non-discrimination principles to ensure consumersbéaccess to the open internet.

We make the following recommendations:

Recommendations

1 ISPs need to raise awareness of traffic management to enable consumers to
evaluate and compare providers and packages in line with their needs. There is
also a role to play in awareness raising by other stakeholders such as Ofcom and
comparison websites

1 ISPs need to improve transparency of information on traffic management in
particular with regard to:

- the accessibility. Information on ISPs websites should be provided in
one dedicated area, as well as part of the broadband information
package

- the comprehensibility

91 Information should be explained and put into context, giving
examples of services to be affected and how

1 information should be provided using consistent language and
formats across ISPs with technical jargon avoided

9 technical tools should be developed to help consumers to select
the most relevant package for their needs

i Ofcom needs to ensure that consistent terminology and information format on
traffic management are applied across by both ISPs and third parties, ie
comparison websites to reduce consumersdé cor

meaningful comparisons

i Ofcom needs to work with ISPs and comparison websites to develop a
standardised information model with regard to managed services

1 The Code needs to be strengthened by compliance and enforcement mechanisms,
and specifically:

- an independent verification, oversight and sanctions
- complaints handling and redress
- reviews

1 The Code needs to expand to include non-blocking and non-discrimination
principles
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Our evidence

Lack of understanding of traffic management among

consumers

As mentioned earlier, Consumer Focus has commissioned a qualitative research with RS
Consulting to enable us to gain a better understanding of consumer awareness of traffic

management, and consumer perceptions of traffic management information models provided
by BSG code signatories. The research was carried out on a sample of 32 broadband users

that included fixed line broadband, mobile and bundled subscribers. They were asked to

perform simple searching tasks to collect information provided by ISPs (both BSG

signatories and non-signatories) to help us to understand their level of understanding of

traffic management.

We also commissioned an omnibus survey with ICM Research which was carried out on a

sample of 2,048 people between 7 and 8 December 2010. We are due to publish a full report
detailing all the research findings early next year, but below are giving a preview of key

results.

Our research indicates that consumers are not familiar with the term traffic management and

are mostly unaware of the concept. We found that even tech-savvy users have a limited
understanding of the term. This finding is in line with results of an Omnibus survey carried

out on behalf of Consumer Focus by ICM Research” that found 45 per cent of respondents
had never heard of this term before and 21 per cent have heard the phrase but did not know
what it meant see table 1.

Tableli Areyou familiar with the phrase oO0traff
broadband?
Total | Total | Dial Broad Mobile Broad Other | No
% up % | band broad band % internet
% band % | bundle % %
Yes, | know exactly | 172 8% 26% 11% 2% 6% - -
what it means
Yes, | have a rough | 535 26% 10% 28% 21% 25% 70% 18%
idea what this
means
| have heard this 426 21% 23% 18% 30% 23% - 11%
phrase bu
know what it
means

* ICM Research omnibus survey carried out on a sample of 2,048 people between 7 and 8 December

2010.
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No, | have never 915 45% 41% 44% 47% 45% 30% 72%
heard of this before

Base: All respondents

The results of qualitative research on consumer understanding of traffic management carried
out by RS Consulting indicate that without explaining traffic management and its impact on
the user experience, including specific services a consumer might want to use, any
information currently provided by ISPs is unlikely to be taken into consideration when
deciding on a choice of broadband service.

However, low consumer awareness of the issue is not necessary indicative of consumers
not being concerned by traffic management practices and their impact on the quality of
broadband services they receive. On the contrary our research indicates that, if understood
and made more accessible, traffic management can influence consumer behaviour and
impact on choice of providers.

In particular our research indicates that consumers are likely to consider switching in cases
when a package does not guarantee a minimum level of services at peak times, or when key
sites and services they use are blocked or considerably limited. This finding was also
reflected in the omnibus survey as per table 2 below.

Table 217 Which, if any, of the following would prompt you to switch from your
existing internet service provider? Please choose up to three

Prompt Total Percentage
Slow connection speed 891 44%
An extra charge for access to some services/content 569 28%
Prolonged peak times when connection speeds are slowed down | 482 24%
Blocking access to online content and services of your choice 456 22%
Restrictive data caps and download limits 451 22%
Excess charges on usage caps 383 19%
Slowing down access to online content and services of your 306 15%
choice
Other 57 3%
Nothing, | would not switch 215 11%
Not applicable, | am in a contract and cannot switch 175 9%
Not applicable, | have a bundled product (broadband + TV +/or 176 9%
fixed line) which is difficult to switch

Base: All with internet at home
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In conclusion overall traffic management information is unlikely to become primary decision
criteria for consumers to switch, at least at the present time, given low level of consumer
understanding. We are concerned that this seriously undermines the concept of
transparency alone being a sufficient driver for competition of the broadband market. In the
light of above we urge BSG to develop sufficient safeguards on non-blocking and non-
discrimination to ensure the internet remains open for consumers.

Consumer assessment of the transparency principles of the
Code

Our research indicates that overall there are no noticeable differences between the

accessi bility and comprehensibility of information
non-si gnatoriesé sites, ot her than the fact that t
management information among signatories. The key drawback of the information provided

lies in ISPs over reliance on assumed consumer knowledge of internet functionality and

services. This is evidenced in particular by a lack of any accompanying explanations with

regard to:

1 speeds and how these are affected
i data caps and allowances and what the measurements signify in terms of use

1 peer to peer and Voice over Internet Protocol (VOIP)® services, for example which
applications fall within these categories and how they may be affected

We are concerned that without explaining to consumers the impact of traffic management
practices on user experience, including the impact on specific services consumer might want
to use, any information on traffic management will be communicated in a vacuum.

Accessibility

Our research demonstrates that despite the legal obligation to display information on traffic
management to consumers, and the existence of the voluntary code of conduct and Key
Factor Indicators (KFIs), consumers find it difficult to access information on traffic
management. The research indicates that the struggle to locate the required information was
due to:

1 limited understanding of the internet terminology by consumers
1 inconsistent use of terminology provided by ISPs, including BSG signatories
1 the omission of, or lack of clear sign posting to, some information

1 it not being obvious or logical where to find this information (egé6 Ter ms and
Conditionsdo, rkbkFAa®sadgemaert wpolicyd or OHel pb
Our research suggests that users find the information more easily accessible on sites which
provide information on traffic management in one dedicated area, accessible directly from
information on the broadband package they are searching. Also site specific search facilities
could be useful though only once users are aware of the traffic management concept.

° Technology for transmitting voice and multimedia over the internet
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Comprehensibility

Our research suggests that at present consumers are not able to compare information on
traffic management in a meaningful way. The findings of our research point out factors
attributable to both users and ISPs. Factors which lie with the user are the lack of awareness
of traffic management mentioned earlier, but also a general lack of understanding of internet
terminology. Factors attributed to ISPs include:

1 lack of definition of traffic management, or displaying unclear or inadequate
definitions

1 unexplained jargon and figures

1 inconsistency in terminology and format across ISP sites. For example use of
phrases such as traffic management and network management to describe similar
practices

1 not providing a usage context for the information and figures displayed
1 not presenting all relevant information in the same page or format

Our research also found that consumer experience of the usability of the information
provided under KFI was unsatisfactory and indicates that the latter needs to be substantially
improved if consumers are to be able to make any practical use of it.

In particular we found that KFIs related to data caps, fair usage policies, premium charges
are largely unfamiliar concepts in the context of traffic management. Similarly KFls related to
peer-to-peer, newsgroups and VolP are not understood without examples of specific
applications. We found that even heavier internet users do not have a proper understanding
of the phrases and are often incorrect in their assumptions.

HoweverKFI s provided with regard to épeak timesod, I
streaming/downloading were better understood and consumers felt that knew what activities
might be affected.

Information on traffic management provided by third parties

Apart from improving the information models provided by ISPs, we also encourage third
parties such as comparison websites to work with ISPs on KFIs to adopt consistent
terminology parameters to allow consumers to make meaningful comparisons of broadband
products using multiple information streams. According to the consumer survey carried out
on behalf of Consumer Focus by Plus Four, 39 per cent® of consumers who subscribe to
broadband services use comparison websites to search for information on broadband
products. We are concerned that the lack of standardised terminology across ISPs and
comparison websites will create more confusion and uncertainties among consumers
preventing them from comparing products and stopping them making the right choices. We
recommend Ofcom to work with ISPs and comparison websites to develop consistent and
appropriate information models with the goal of decreasing6i nf or mat i on asymmet r )
raising consumer awareness of the issue.

Information on managed services

Our research indicatesthat t he devel opment of Oémanaged servic
pays a premium to guarantee a certain quality of services raises the potential for further

® Online survey carried out on a sample of 1,150 people in September 2011.
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complexity for consumers. For example adding detail on managed services is another layer

of information a consumer would need to consider prior to purchase. We believe that

developing a standardise formula to communicate to consumers information on managed
services is essential to ensure consistency and
recommend that BSG works with Ofcom, ISPs and comparison websites to address the

issue.
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Our recommendations

Need to raise awareness of traffic management practices
among consumers and publicise the Code

Our research suggests that consumers are unable to make informed decisions when
choosing their broadband providers. This may result in them subscribing to broadband
services that are not in line with their usage needs, or subscribing to services that exceed
their needs. Given the current low level of consumer awareness of traffic management
consumers are unlikely to make use of information accessible to them to help them make
informed choices on broadband packages. In order to raise consumer awareness of traffic
management practices and how they may impact on broadband services, we recommend
the signatories of the Code undertake an information campaign to raise awareness of the
issue among consumers. The information campaign could be strengthened by other
stakeholders, in particular Ofcom, comparison websites and others.

Need to improve transparency of information to consumers by
signatories of the Code

As evidenced by our research, the current information models provided by ISPs are
considered inadequate overall by consumers and hence information on traffic management
is not taken into consideration when deciding on broadband services. Though we have
found some examples of more consumer friendly ways of communicating, the information
could be further improved. We will be publishing a comprehensive report detailing findings of
our study early next year.

We believe that in order to improve the existing level of transparency and to comply with the
BSG6s Code principle that any information
understandable, appropriate, accessible, current, comparable and verifiable the
following factors should be considered:

1 Provide a clear, easy-to-understand-definition of traffic management which could
explain to consumers how and why it is used. This ideally should be provided in
one dedicated area also accessible from a broadband package being searched by
a consumer

1 Display specific traffic management information as part of the broadband package
information on ISPs websites. This could be achieved by creating a link to the site
dedicated to information on traffic management

1 Explain the traffic management information in the context by giving examples of
services to be affected and how rather than using a broad description of the type of
services affected. This is particularly relevant to data caps, fair usage policies,
premium charges, peer-to-peer, newsgroups and VolP services
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1 Apply consistent language and formats across ISPs avoiding technical jargon. This
is essential to accelerate the process of awareness raising about traffic
management, but also to enable meaningful comparisons across broadband
providers

1 When it is necessary to use technical jargon explain its meaning

1 Develop technical tools that could help consumers to select the most relevant
package for their needs

1 Develop a standardised formula to communicate to consumers information on
managed services

1 Apply a consistent terminology and information format across ISPs and third
parties, ie comparison websitestor educe consumer ®ablec onf usi on
consumers to make meaningful comparisons

Need for compliance and enforcement mechanisms

We are concerned that at present the Code lacks essential credentials such as independent
verification and oversight, complaints handling, sanctions and redress to act as an adequate
and effective self-regulatory framework. In order to ensure the latter we encourage
considering the adoption of the standard core criteria for codes recommended by the Office
of Fair Trading.”

Independent verification, oversight and sanctions

At the present stage the Code lacks an independent verification and oversight that are
essential to ensure enforcement and credibility of this regulatory framework. We therefore
recommend an independent audit of certification and encourage the signatories of the Code
to make the results of the audit reports public to promote and encourage compliance. We
also encourage Ofcom to engage in the process of verification and monitoring by carrying
out regular mystery shopping exercises and applying other monitoring tools.

A significant weakness of the Code is its lack of any form of sanctions in cases of non
compliance among its signatories. We believe that the Code needs to provide for sanctions
for the ISPs signatories that do not comply with the Code alongside appropriate redress
system.

We therefore recommend the Code incorporates appropriate and effective mechanisms for
handling non compliance by its members. In particular we recommend adopting an
independent disciplinary procedure and reasonable timelines for actions, alongside with a
range of sanctions (eg warning letters, fines, termination of membership, etc.).

Complaints handling and redress

The Code should also incorporate an easily accessible, timely mechanism for complaint
handling, including a conciliation process and independent arbitration of complaints
alongside an appropriate redress system.®

" http://bit.ly/ttKWep
8 Ibid
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Reviews

The code needs to be subject to regular reviews based on the monitoring information and
set against new developments and any changes in the regulatory framework. These reviews
should specifically seek consumer feedback and we suggest that, at least initially they are
annual.

Need to expand the Code to include the principles of non-

blocking and non-discrimination

Our evidence suggests that given an extremely low level of consumer awareness

transparency alone is an insufficient tool to drive market competition free of unfair practices

and abuse. Moreover we are concernedthatt he devel opment of Omanaged
the potential for further complexity and potential discriminatory practices for consumers. We

are also concerned that switching barriersmay r educe consumerso ability
competition of the broadband market.

Therefore we remain of the view that the Code should be expanded to include the principle
of non-blocking and non-discrimination to ensure that consumers have access to an internet
connection:

i of the speed and reliability advertised
1 that enables them to:
- send and receive content of their choice
- use services and run applications of their choice

- connect hardware and use software of their choice that does not harm
the network

1 that is free from discrimination with regard to type of application, services, or
content or based on sender or receiver address

We would like to point out that some countries have already developed various regulatory
solutions that adhere to the principles of non-blocking and non-discrimination such as the
Netherlands, Norway and the USA to safeguard consumer access to the open internet.
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Annex I RS Consulting slides

Consumers’ understanding of

traffic management

Executive summary report
Prepared by RS Consulting — November 2011

Introduction

« Background; Objectives; Methodology; Sample
« Summary of key findings

Main findings

* Broadband purchasing

 Traffic management: awareness & role,
accessibility, comprehensibility, potential impact,
potential to prompt switch

* Managed services
Recommendations

Consumer Focus
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Background

» ISPs required to provide greater transparency of
information available to consumers

« Voluntary transparency code of practice set up by
ISPs and the Broadband Stakeholders Group

— Aimed at improving quality of information on
traffic management

— Thereby facilitating comparisons of different
broadband packages for consumers

* Hypothesis that information on traffic management
is not always provided and when it is, is not easily
understood and used by consumers

(http://stakeholders.ofcom.org.uk/binaries/consultations/net-neutrality/summary/netneutrality. pdf)

Objectives

To investigate consumer perceptions of traffic
management information models provided by
BSG signatories, specifically:

» Understanding of the concept of traffic
management

» Accessibility of information (and comparative
information) on traffic management, its perceived
role, requirements and likelihood to verify

» Impact of traffic management information on
consideration to switch

* Reactions to managed Internet services

Consumer Focus
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Methodology

Qualitative approach consisting of 2 stages:
« Stage 1: Online homework tasks

— Task 1: To research ISPs and select preferred
one, explaining and detailing selection process

— Task 2: To explore and compare 3 specified
ISPs (incl. BSG signatories and non-
signatories), specifically on traffic management
indicators

« Stage 2: Phone & f2f depth interviews (45 minutes)
— To explore information areas in more detail

» Total of 32 current broadband users
— 8 fixed line broadband customers
— 8 bundled broadband customers

— 8 mobile broadband customers
— 8 vulnerable customers (income / literacy)
« Within each broadband category

— Geographic spread across Great Britain
including mix of urban and rural locations

— Mix of men and women, ages, income, light —
mid — heavy broadband users

Consumer Focus
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Summary of key findings (1)

« Consumers do not understand the term traffic
management and mostly unaware of the concept

» Without explaining traffic management and its
impact on the user experience (including specific
services a consumer might want to use), any
information currently provided is largely
meaningless and not taken into consideration

— Hence, no difference in perceived transparency
between BSG signatories and non-signatories

Summary of key findings (2)

Continued from previous page

« If understood and made more accessible, traffic
management information — although unlikely to
become a primary selection criteria — can impact
consumer behaviour and provider selection

« Overall, differences across types of users (such as
fixed vs mobile vs bundled users; light vs heavy
users; demographics and geographies) are minor

Consumer Focus
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Purchasing of broadband services

» Information sources: Websites of ISPs, often
preceded by use of comparison site. WWord-of-mouth
and advertising also important

+ Key selection criteria: Price, speeds and data
allowance (except very light and vulnerable
consumers, also reputation of ISP

» Only evaluate headline figures for speeds / data:
Limited understanding of how these affect web
experience and usage

+ Traffic management not a decision criteria due to lack
of awareness and understanding of the concept (see
next page for more details)

Awareness and role of traffic

management

* No awareness of the term

— Not understood unless accompanied with clear
explanation

* Very limited awareness of concept

— Experience of service limitations linked with
busy periods / congestion, not traffic
management

— Only minority of tech-savvy users demonstrate
any awareness (but also limited)

* Currently, no role in assessment of user
experience and therefore not a decision criteria

Consumer Focus
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Accessibility of traffic management
information

Following specification of traffic management
indicators to search for*

« Consumers find it difficult to locate the required
information due to:

— Consumers’ limited understanding of Internet
terminology (which limits their ability to
understand relevant information)

— Inconsistent use of traffic management
terminology across different ISP sites
— Information omitted or not clearly sign-posted

*(note: without specifying consumers would not have been able to complete this
task given their lack of awareness of traffic management)

Other factors impacting accessibility
of traffic management information

Information is more easily accessible on those ISP
sites that:

+ Have an obvious site-specific search facility
(caveat: assumes consumers know which terms
they are looking for or ISP is using)

» Provide all information related to traffic
management in one dedicated area (ideally directly
accessible from the broadband package that is
being researched)

Consumer Focus
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Comprehensibility of traffic
management information (1

+ When information is found, it is typically not
understood and its specific relevance and impact
on the user experience is not clear. Therefore
consumers are currently not able to compare traffic
management information across providers in a
meaningful way. This is due to:

— General lack of understanding of Internet
terminology

— Lack of a definition of traffic management or an
unclear, inadequate version

— Unexplained jargon and figures / measurements

Comprehensibility of traffic
management information (2

Continued from previous page — further factors
impacting the comprehensibility of traffic management
information and its relevance:

— Incomplete content (eg blank tables)

— Not presenting all relevant information in the
same page or format

— Not providing a usage context for the
information and figures provided

— Differences in terminology and formats across
ISP sites

Consumer Focus
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Comprehensibility of specific
terminology and key indicators

« The meaning of ‘peak times’ is fairly well understood
and considered relatively easy to find

» Terms such as data caps, fair usage policies,
premium charges and guarantees on Internet
provision are not understood and largely unfamiliar
concepts in the context of traffic management

+ Of the specific indicators, peer-to-peer, newsgroups
and VolIP are not understood without examples of
specific applications

» Familiar terms are indicators such as browsing /
email and streaming / downloading (although
difference between the latter two not always clear)

Potential importance of traffic
management information

» Given the importance of speeds and data
allowances in the provider selection, most
consumers (except very light users and vulnerable
consumers) feel that traffic management
information is potentially relevant to them

« If information on traffic management is easily
accessible and understood, it is likely to impact
consumers’ behaviour and decision-making:

— Changing habits to accommodate peak-time
limitations

— Making different choices when selecting a
provider or package

Consumer Focus
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